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(57) ABSTRACT

A user terminal device specifies presence or absence of addi-
tional recording in issuing a content request, and in the case of
additional recording, the device transmits medium informa-
tion and encrypted information of pre-recorded contents to a
delivery center. When receiving a content additional record-
ing request from the device, the delivery center decrypts once
encrypted contents to be additionally recorded with the cor-
responding-content keys. The encrypted key information is
decrypted by the medium information from the device to
decrypt content keys of the pre-recorded contents and re-
encrypts encrypted contents to be additionally recorded to
deliver the re-encrypted contents to the device. When receiv-
ing contents for additional recording, the device records the
received contents so as to be related to the pre-recorded con-
tents, on a recording medium.
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INFORMATION DELIVERY SYSTEM,
DELIVERY CENTER DEVICE, USER
TERMINAL DEVICE AND INFORMATION
DELIVERY METHOD

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application is based upon and claims the benefit of
priority from prior Japanese Patent Application No. 2007-
072362, filed Mar. 20, 2007, the entire contents of which are
incorporated herein by reference.

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates to information delivery sys-
tem configured to encrypt information such as video content
by electronic data and deliver the information to a user ter-
minal device from a communication delivery device via a
network.

2. Description of the Related Art

Recently, as broadband became widely used, services
which deliver video content by electronic data in use of com-
munication lines have become popular. In such services, a
service, on condition that the service generates an encrypted
key by using information specific to a medium such as a
medium ID written in a read-only area in an information
recording medium, encrypts the video content with the
encrypted key to deliver the encrypted video content and uses
a specified information recording medium for which a con-
tract has been made among a delivery agent and a user, is
made practicable.

More specifically, as regards the video delivery service, a
service which encrypts video data by using an information
recording medium corresponding to content protection for
recordable media (CORM) or an advanced access content
system (AACS) and delivers the encrypted video data has
become widely used.

In this video content delivery service, the user loads an
information recording medium (IC memory card [SD etc.],
CD-R, CD-R/W, DVD-R, DVE-R/W, DVD+R, DVD+R/W,
DVD-RAM, etc), for which the contract has been made, to
user terminal devices, selects either a purchase type which
can be permanently viewed like a commercially available
DVD package or rental type which can be viewed for a limited
time, and instructs delivery of arbitrary video content in a
state in which the information specific to the recording
medium has become readable. At this moment, the user ter-
minal device presents the information specific to the loaded
medium together with the information about the delivery
request.

On the other hand, a delivery center device stores a plural-
ity of video contents in a state in which the contents are
encrypted with keys different from one another in order to
prevent content distribution inside the center device, and
manages each key separately from the contents. When receiv-
ing the information about the delivery request and the infor-
mation specific to the loaded medium from the user terminal
device, the center device encrypts the key which has
encrypted the specified content by using the information spe-
cific to the loaded medium, and delivers the encrypted key to
a request origin together with the specified content. Mean-
while, the user terminal device downloads the encrypted
video content which has been delivered from the center
device, decrypts the encrypted key by using the information
specific to the loaded medium to be transmitted with the

15

20

40

45

55

2

downloading, decrypts the encrypted video content by using
the decrypted key and then makes a video viewable (refer, for
example, to Jpn. Pat. Appln. KOKAI Publication No. 2004-
350150 and Jpn. Pat. Appln. KOKAI Publication No. 2005-
159752).

However, in the aforementioned operation form of the
conventional video delivery service, when the user addition-
ally records new content to pre-recorded content, both the
contents are stored in a state in which the respective contents
are encrypted with different keys each other. Therefore, a
switching period for the keys is needed in continuous repro-
duction. In the CPRM, since only one piece of content may be
managed for information specific to one medium, the CPRM
may not perform additional writing basically. To improve
such a problem, it is needed to individually decrypt each
content once at each time and encrypt again after connection
processing, and this procedure forces the user to treat a heavy
load.

As mentioned above, in an information delivery system
represented by the conventional video delivery service, since
the system utilizes an information recording medium with
specific information for copyright protection added thereto
and downloads data encrypted in a form, in which the data is
related to the recording medium, and stores the data in a
recording medium, it is hard to additionally record the
encrypted data to be related to the same recording medium, on
the pre-recorded medium.

BRIEF SUMMARY OF THE INVENTION

An object of the present invention is to provide an infor-
mation delivery system configured to easily perform addi-
tional recording of encrypted data to be related to the same
recording medium on a pre-recorded medium even in an
operation form which utilizes an information recording
medium with specific information for right protection added
thereto, and downloads data encrypted in a form in which the
data is related to the recording medium and stores the
encrypted data in a recording medium; to provide a delivery
center device, a user terminal device, and an information
delivery method.

According to the invention, there is provided an informa-
tion delivery system, comprising: a user terminal device con-
figured to record content information on an information
recording medium with medium information at least of a
medium-specific identifier and medium key information writ-
ten thereon or on other information recording media differing
from the information recording medium in a state where the
information recording medium is loaded; and a delivery cen-
ter device which selectively delivers a plurality of items of
content information to the user terminal device in response to
a request, wherein the delivery center device comprises: a
management unit which each encrypts the plurality of items
of content information with arbitrary content keys to generate
encrypted contents and individually manages the generated
encrypted contents and the corresponding-content keys; a
first encryption processing unit which generates encrypted
key information by taking out encrypted content and a content
key corresponding to the request from the management unit
and by encrypting the content key by using the medium
information of the information recording medium simulta-
neously provided from the user terminal and delivers the
encrypted key information together with or separately from
the encrypted content to the user terminal device when a
content request is issued from the user terminal device; and a
second encryption processing unit which takes out the
encrypted content and the content key corresponding to the



US 9,135,406 B2

3

request from the management unit to decrypt the encrypted
content, receives the medium information of the information
recording medium and encrypted key information of the pre-
recorded content simultaneously provided from the user ter-
minal device and decrypts the encrypted key information to
decrypt the content key on the basis of the medium informa-
tion, and re-encrypts the decrypted content with the decrypted
content key to deliver the re-encrypted key to the user termi-
nal device when an instruction for additional recording is
issued together with the content request from the user termi-
nal device, and the user terminal device comprises: a first
processing unit which reads the medium information from the
information recording medium to notify the medium infor-
mation together with the request to the delivery center device
and records the encrypted contents and the encrypted key
information delivered from the delivery center device on the
information recording medium or on other information
recording media differing from the information recording
medium in a state where the information recording media is
loaded, in selectively requesting the plurality of contents to
the delivery center device; and a second processing unit
which notifies the fact that the requested content is to be
additionally recorded on the information recording medium
on which the encrypted contents are recorded by the first
processing unit, and encrypted key information of the pre-
recorded contents together with the request, and records the
encrypted contents to be delivered from the delivery center
device on the information recording medium with the pre-
recorded contents recorded thereon so as to be related to the
pre-recorded contents, in selectively requesting the plurality
of contents to the delivery center device.

According to the invention, there is provided a delivery
center device of an information delivery system which selec-
tively delivers a plurality of items of content information in
response to a request to a user terminal device configured to
record content information on an information recording
medium with at least medium-specific identifier and medium
information of medium key information written thereon or
other information recording media differing from the infor-
mation recording media in a state where the information
recording media is loaded, comprising: a management unit
which encrypts the plurality of items of content information
with each arbitrary content key to generate encrypted con-
tents and separately manages the generated encrypted con-
tents and the corresponding-content keys; a first encryption
processing unit which generates encrypted key information
by taking out encrypted content and a content key corre-
sponding to the request from the management unit and by
encrypting the content key by using the medium information
of the information recording medium simultaneously pro-
vided from the user terminal and delivers the encrypted key
information together with or separately from the encrypted
content to the user terminal device when a content request is
issued from the user terminal device; and a second encryption
processing unit which takes out the encrypted content and the
content key corresponding to the request from the manage-
ment unit to decrypt the encrypted content, receives the
medium information of the information recording medium
and encrypted key information of the pre-recorded content
simultaneously provided from the user terminal device and
decrypts the encrypted key information to decrypt the content
key on the basis of the medium information, and re-encrypts
the decrypted content with the decrypted content key to
deliver the re-encrypted key to the user terminal device when
an instruction for additional recording is issued together with
the content request from the user terminal device.
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According to the invention, there is provided a user termi-
nal device of an information delivery system configured to
record content information on an information recording
medium with medium information at least of medium-spe-
cific identifier and medium key information written thereon
or on other information recording media differing from the
information recording medium in a state where the informa-
tion recording medium is loaded and to selectively require a
plurality of items of content information to receive delivery of
the content information from the delivery center device,
wherein: when the delivery center device generates encrypted
contents by encrypting the plurality of items of content infor-
mation with each arbitrary content key, separately manages
the generated encrypted contents and the corresponding-con-
tent keys, takes out the encrypted content and the content key
corresponding to a content request when the request is issued,
generates encrypted key information by encrypting the con-
tent key in use of medium information of the information
recording medium simultaneously provided with the request,
delivers the encrypted key information to a request origin
together with or separately from the encrypted contents, takes
out the encrypted content and the content key corresponding
to the request to decrypt the encrypted content when an
instruction for additional reading is issued together with the
content request, receives medium information of the infor-
mation recording medium and encrypted key information of
the pre-recorded contents simultaneously provided with the
request and decrypts the encrypted key information on the
basis of the medium information to decrypt the content key,
and re-encrypts the decrypted content with the decrypted
content key to deliver the decrypted content to a request
origin, the user terminal device comprising: a first processing
unit which reads the medium information from the informa-
tion recording medium to notify the medium information
together with the request to the delivery center device and
records the encrypted contents and the encrypted key infor-
mation delivered from the delivery center device on the infor-
mation recording medium or on other information recording
media differing from the information recording medium in a
state where the information recording media is loaded when
selectively requesting the plurality of items of content to the
delivery center device; and a second processing unit which
notifies the fact that the requested content is to be additionally
recorded on the information recording medium on which the
encrypted contents are recorded by the first processing unit,
and encrypted key information of the pre-recorded contents
together with the request, and records the encrypted contents
to be delivered from the delivery center device on the infor-
mation recording medium with the pre-recorded contents
recorded thereon so as to be related to the pre-recorded con-
tents when selectively requesting the plurality of items of
content to the delivery center device.

According to the invention, there is provided an informa-
tion delivery method of an information delivery system for
use in an information system, comprising: a user terminal
device configured to record content information on an infor-
mation recording medium with medium information at least
of medium-specific identifier and medium key information
written thereon or on other information recording media dif-
fering from the information recording medium in a state
where the information recording medium is loaded; and a
delivery center device which selectively delivers a plurality of
items of content information to the user terminal device in
response to a request, wherein the delivery center device
encrypts the plurality of items of content information by each
arbitrary content key to generate encrypted contents and sepa-
rately manages generated encrypted contents and the corre-
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sponding-content keys, takes out encrypted content and a
content key corresponding to a content request, generates
encrypted key information by encrypting the content key in
use of medium information of simultaneously provided from
the user terminal device, delivers the encrypted key informa-
tion together with or separately from encrypted content when
the content request is issued from the user terminal device,
takes out encrypted content and a content key corresponding
to a content request, decrypts the encrypted content with the
corresponding-content key, receives medium information of
the information recording medium and the encrypted key
information of the pre-recorded contents simultaneously pro-
vided from the user terminal device, decrypts the encrypted
key information to decrypt the content key on the basis of the
medium information, re-decrypts the decrypted contents with
the decrypted content key to deliver the re-encrypted contents
when an instruction of additional recording is issued from the
user terminal together with the content request, and the user
terminal device reads the medium information from the infor-
mation recording medium to notify the medium information
together with the request to the delivery center device and
records the encrypted contents and the encrypted key infor-
mation delivered from the delivery center device on the infor-
mation recording medium or on other information recording
media differing from the information recording medium in a
state where the information recording media is loaded when
selectively requests the plurality of items of content to the
delivery center device; and notifies the fact that the requested
content is to be additionally recorded on the information
recording medium on which the encrypted contents are
recorded by the first processing unit, and encrypted key infor-
mation of the pre-recorded contents together with the request,
and records the encrypted contents to be delivered from the
delivery center device on the information recording medium
with the pre-recorded contents recorded thereon so as to be
related to the pre-recorded contents when selectively requests
the plurality of items of content to the delivery center device.
Additional objects and advantages of the invention will be
set forth in the description which follows, and in part will be
obvious from the description, or may be learned by practice of
the invention. The objects and advantages of the invention
may be realized and obtained by means of the instrumentali-
ties and combinations particularly pointed out hereinafter.

BRIEF DESCRIPTION OF THE SEVERAL
VIEWS OF THE DRAWING

The accompanying drawings, which are incorporated in
and constitute a part of the specification, illustrate embodi-
ments of the invention, and together with the general descrip-
tion given above and the detailed description of the embodi-
ments given below, serve to explain the principles of the
invention.

FIG. 1 is a block diagram depicting an embodiment in
providing a video delivery service as an information delivery
system regarding the invention;

FIG. 2 is a flowchart depicting a processing procedure of a
communication processing unit of the user terminal device
depicted in FIG. 1; and

FIG. 3 is a flowchart depicting a processing procedure of an
encryption processing unit of the delivery center device
depicted in FIG. 1.

DETAILED DESCRIPTION OF THE INVENTION

Hereinafter, embodiments of the present invention will be
described in detail with reference to the drawings.
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FIG. 1 shows a block diagram illustrating an embodiment
in providing a video delivery service as an information deliv-
ery system regarding the invention. In FIG. 1, the delivery
system includes a delivery center device 10 which manages
user information and encrypts video content to be required to
delivery the encrypted video content; a communication line
20, and a user terminal device 30 which accesses the center
device 10 via the communication line 20 to download the
encrypted video content, also receives key information so as
to decrypt the encrypted video content and decrypts the
encrypted video content in accordance with the key informa-
tion to present the decrypted video content to a user.

The center device 10 includes an encrypted content storage
unit 11 and a content key storage unit 12. That is, a plurality
of video contents for delivery are encrypted with the key
information individually given in advance to be each stored in
content storage unit 11. Other than this, content keys which
have been each used for encrypting the plurality of contents
are stored in the key storage unit 12. Like this, the center
device 10 separately manages the video contents and the
content keys, and even if the encrypted contents leak from
inside, enhances copyright protection by preventing the con-
tent keys from being taken out.

The delivery center device 10 includes a user management
unit 13 and an information delivery processing unit 14. The
user management unit 13 registers user information acquired
depending on a preliminarily applied application, authenti-
cates for the accessed user on the basis of the registered
information and manages delivery content. The delivery pro-
cessing unit 14 receives a data request to be transmitted from
the user terminal device 30 via the communication line 20 and
performs authentication processing by cooperating with the
user management unit 13 in requesting. When receiving its
authentication approval, the delivery processing unit 14
requires a specification of request content, presentation of
medium information (details will be mentioned below), pres-
ence or absence of additional recording, and presentation of
encrypted keys of pre-recorded contents in the case of pres-
ence of the additional recording. When receiving each item of
request information, the delivery processing unit 14 transfers
the received request information to instruct issue of the cor-
responding-content, etc. In response to this instruction, if the
content etc. is issued, the delivery processing unit 14 delivers
the content etc., to the user terminal device 30.

A delivery content processing unit 15 reads the encrypted
content corresponding to the content requested from the user
from the encrypted content storage unit 11 to set in an encryp-
tion processing unit 151. The content processing unit 15 reads
the content key used for encrypting the encrypted content
from the key storage unit 12 to set the content key in a key
issue processing unit 152. The content processing unit 15
reads the corresponding-device specific key information
from device-specific information (key information to be gen-
erated on the basis of specific information to be granted for
each user terminal device) to be registered in a device-specific
key information storage unit 153 in advance to set the device-
specific key information in the encryption processing unit
151.

The encryption processing unit 151 determines the pres-
ence or absence of the additional recording, and if the addi-
tional recording is not present, transfers the encrypted content
which has been read from the encrypted content storage unit
11 to the information delivery processing unit 14 as it is also
receives the content key used for encrypting the encrypted
content from the key issue processing unit 152, encrypts the
received content key itself by using the information with the
device-specific key information and the medium information
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from the user combined therein as a key to transfer the
encrypted content key to the delivery processing unit 14. In
contrast, if the additional recording is present, the encryption
processing unit 151 receives the medium information and the
encrypted key from the user and decrypts a content key for
additional recording from the encrypted key on the basis of
the medium information and the device-specific key informa-
tion. The encryption processing unit 151 decrypts the
encrypted content read from the encryption content storage
unit 11 with the content key issued from the key issue pro-
cessing unit 152 and re-encrypts the decrypted content with
the content key for additional recording decrypted previously
to transfer the re-encrypted content to the delivery processing
unit 14.

As given above, in the case of absence of additional record-
ing (namely, new content), the delivery center device 10
delivers the encrypted content and the encrypted key which is
made by encrypting the content key corresponding to the
encrypted content, and in the case of presence of the addi-
tional recording, the center device 10 re-encrypts the
encrypted content with the content key to be decrypted from
the provided encrypted key to deliver the re-encrypted con-
tent.

Meanwhile, the user terminal device 30 comprises a com-
munication processing unit 31 which performs data commu-
nication with the delivery center device 10; an operation input
unit 32 which receives a content delivery request and an
operation input for information of presence or absence of
additional recording from the user; a medium drive unit 33
which records and reproduces an information recording
medium (e.g., DVD-RW) corresponding to the CPRM; a
decryption and reproduction unit 34 which decrypts the
encrypted content to be reproduced from a medium drive unit
33 to reproduce and output the decrypted content; a device-
specific key information storage unit 35 which stores the
device-specific key information to be provided for decrypting
the encryption; and a monitor unit 36 which presents the
content reproduced by the decryption and reproduction unit
34.

The communication processing unit 31 includes a content
request processing unit 311 and a record processing unit 312.
When receiving an operation input instruction of a content
delivery request by the user from the operation input unit 33,
the request processing unit 311 accesses to the delivery center
device 10 to receive user authentication and also starts the
medium drive unit 33, reads recorded identification informa-
tion specific to a medium (hereinafter, referred to as medium
information) from a medium loaded in the corresponding-
drive unit 33 (hereinafter, referred to as the loaded medium),
and transmits the medium information to the center device 10
together with the content delivery request and the information
of'the presence or absence of the additional recording. At this
moment, if an instruction for additional recording is issued
from the operation input unit 32, the request processing unit
311 also reads the encrypted key of the pre-recorded contents
to also transmit the encrypted keys to the center device 10.

When receiving the delivery of encrypted content and its
encrypted key for the content delivery request from the center
device 10, the record processing unit 311 transmits them to
the medium drive unit 33 to record them on the loaded
medium. When the delivery request specifies the additional
recording, the processing unit 311 transmits the encrypted
content to be delivered from the center device 10 to the
medium drive unit 33 and records the encrypted content on
the loaded medium so as to be related to the pre-recorded
contents.
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The medium drive unit 33 reads the specified content, the
encrypted key corresponding to the specified content and the
medium information from the loaded medium to transfer
them to the decryption and reproduction unit 34 in response to
the instruction for specifying and starting reproduction of the
reproduction content from the operation input unit 32. The
decryption and reproduction unit 34 takes out the content key
by decrypting the encrypted key in the use of the medium
information and the device-specific key information to be
stored in the device-specific key information storage unit 35,
decrypts the encrypted content with the content key and
reproduces to output the decrypted content to the monitor 36.

In the foregoing configuration, the following will describe
each concrete processing procedure of the delivery center
device 10 and the user terminal device 30.

FIG. 2 shows a flowchart illustrating a processing proce-
dure of the communication processing unit 31 when the
instruction requesting for the content is input in the delivery
center device 10 in the aforementioned user terminal device
30. At first when the instruction requesting for the content is
issued from the operation input unit 32 (Step S11), the pro-
cessing unit 31 determines whether or not any additional
recording is specified in the instruction information (Step
S12), if the additional recording is not specified, the process-
ing unit 31 requires the specified content and also reads the
medium information from the loaded medium to transmits the
medium information to the center device 10 (Step S13). Ifitis
determined that the additional recording is specified, the pro-
cessing unit 31 reads the medium information and the
encrypted key information for the pre-recorded content from
the loaded medium to transmit both the information to the
center device 10 together with the request for the content to be
additionally recorded (Step S14).

FIG. 3 shows a flowchart illustrating a processing proce-
dure of the encryption processing unit 151 in the case of
presence of the content request from the user terminal device
30 in the delivery center device 10. At first, when the content
request is issued from the terminal device 30, the processing
unit 151 determines whether or not the request includes the
instruction of the additional recording (Step S21), and when
the request does not include the instruction thereof, the pro-
cessing unit 151 instructs selection of encrypted content (A)
to be requested, and instructs issuance of a content key (A) to
decrypt the encrypted content (A) (Step S22). In succession,
the processing unit 151 encrypts the content key (A) in accor-
dance with the medium information to be transmitted from
the user terminal device 30 and with the device-specific key
information to be stored in the device-specific key informa-
tion storage unit 153 to generate the encrypted key informa-
tion (A) (Step S23), and delivers the key information (A) to
the terminal device 30 together with the encrypted content
(A) to be requested which has been obtained in Step S22.

On the contrary, if it is determined that the request includes
the instruction of the additional recording in Step S21, the
encryption processing unit 151 instructs selection of
encrypted content (B) to be additionally recorded, and
instructs issuance of a content key (B) in order to decrypt the
encrypted content (B) (Step S25). Next, the processing unit
151 decrypts the encrypted content (B) once with the content
key (B) (Step S26), and also decrypts the content key (A) on
the basis of the medium information received from the termi-
nal device 30 and the device-specific key information to be
stored in a device-specific key information storage unit 153
(Step S27). The processing unit 151 re-encrypts the decrypted
content (B) with the decrypted content key (A) (Step S28),
and delivers only the encrypted content (B) as an object of a
request for additional recording to the user terminal device 30
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(Step S29) (since the encrypted key is owned on the side of the
user terminal device 30, there is no need to transmit the
encrypted key).

According to the given processing, in the case of requesting
new content, the user terminal device 30 receives the
encrypted key information (A) together with the encrypted
content (A) to be required from the delivery center device 10
to record both the content (A) and the key information (A) in
the recording medium. In the case of requesting for the addi-
tionally recorded content, the terminal device 30 receives the
encrypted content (B) to be requested for additional recording
from the delivery center device 10 to record the content (B) on
the recording medium so as to be related to the pre-recorded
contents. As a result, in reproduction, since the additionally
recorded content (B) is decrypted with the same content key
as the pre-recorded content (A), the problem that an interrup-
tion is generated due to replacement of the keys in the middle
of reproduction may be eliminated.

While the foregoing embodiment has described to record
the encrypted content on the medium which has presented its
medium information and to record the encrypted key infor-
mation on the same recording medium as a recording desti-
nation of the encrypted content, as long as the recording
medium which has provided its medium information is set,
even if the recording destination differs from a provision
origin of the medium information, because medium informa-
tion about a secure digital (SD) card memory as a recording
medium corresponding to the CPRM is provided, and the
encrypted content and the encrypted key information are
recorded on a hard disk or a DVD-RW, since the medium
information may be extracted, no substantive problem is pro-
duced.

The present invention does not need to always deliver the
encrypted content and the encrypted key information together
with each other, and even when delivers the encrypted keys
every time in response to the reproduction request for the
recorded content the same operation of the delivery system
may be implemented.

Other than this, it is our intention that the invention is not
limited to the specific details and representative embodiments
shown and described herein, and in an implementation phase,
this invention may be embodied in various forms without
departing from the spirit or scope of the general inventive
concept thereof. Various types of the invention can be formed
by appropriately combining a plurality of constituent ele-
ments disclosed in the foregoing embodiments. Some of the
elements, for example, may be omitted from the whole of the
constituent elements shown in the embodiments mentioned
above. Further, the constituent elements over different
embodiments may be appropriately combined.

Additional advantages and modifications will readily
occur to those skilled in the art. Therefore, the invention in its
broader aspects is not limited to the specific details and rep-
resentative embodiments shown and described herein.
Accordingly, various modifications may be made without
departing from the spirit or scope of the general inventive
concept as defined by the appended claims and their equiva-
lents.

What is claimed is:

1. An information delivery system, comprising:

a user terminal device configured to record content on a
first recording medium with medium information of a
medium-specific identifier written thereon or to record
content on a second recording medium that is different
from the first recording medium in a state where the first
recording medium is loaded; and
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a delivery center device which delivers requested content
from a plurality of items of content to the user terminal
device, wherein the delivery center device comprises:

a management apparatus which manages a plurality of
encrypted contents obtained by encrypting the plural-
ity of items of content by means of different content
keys used for the encryption, wherein the plurality of
encrypted contents are stored in a first storage unit, the
content keys are stored in a second storage unit, and
the plurality of encrypted contents are managed sepa-
rately from the content keys by the management appa-
ratus;

an encryption processor that when a request for content
is made from the user terminal device, receives the
medium information from the user terminal device,
retrieves encrypted content and a content key which
corresponds to the requested content from the man-
agement apparatus and encrypts the content key by
using the medium information, thereby generating
encrypted key information; and

a delivery apparatus which delivers the encrypted key
information together with or separately from the
encrypted content to the user terminal device,

wherein when the request for content includes an
instruction for recording additional content, the
encryption processor retrieves the encrypted content
and the content key which corresponds to the
requested content from the management apparatus,
decrypts the encrypted content, receives an encrypted
key associated with content pre-recorded at the user
terminal device and the medium information from the
user terminal device, decrypts the encrypted key
received from the user terminal device on the basis of
the medium information, and re-encrypts the
decrypted content using the decrypted key, and

wherein the delivery apparatus delivers the re-encrypted
content to the user terminal device when the instruc-
tion for recording additional content is made, and
the user terminal device comprises:

a notification apparatus that, when a request for the
content is made to the delivery center device, reads
out the medium information from the first recording
medium and transmits the medium information
together with the request; and

a recording processor which records the encrypted con-
tent and the encrypted key information that are
received from the delivery center device on the first
recording medium or the second recording medium,

wherein when a request for recording additional content
is made to the delivery center device, the notification
apparatus transmits an instruction that the requested
content is to be additionally recorded to pre-recorded
content that has been previously received and the
encrypted key associated with the pre-recorded con-
tent together with the request, and

wherein the recording processor records there-en-
crypted content received from the delivery center
device on the first recording medium with the pre-
recorded content recorded thereon in such a manner
that the re-encrypted content follows the pre-recorded
content.

2. A delivery center device of an information delivery
system which delivers requested content from a plurality of
items of content to a user terminal device configured to record
content on a first recording medium with medium informa-
tion of a medium-specific identifier written thereon or to
record content on a second recording medium that is different
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from the first recording medium in a state where the first
recording medium is loaded, comprising:

a management apparatus which manages a plurality of
encrypted contents obtained by encrypting the plurality
of items of content by means of different content keys
used for the encryption, wherein the plurality of
encrypted contents are stored in a first storage unit, the
content keys are stored in a second storage unit, and the
plurality of encrypted contents are managed separately
from the content keys by the management apparatus;

an encryption processor that, when a request for content is
made from the user terminal device, receives the
medium information from the user terminal device,
retrieves encrypted content and a content key which
corresponds to the requested content from the manage-
ment apparatus and encrypts the content key by using the
medium information, thereby generating encrypted key
information; and

a delivery apparatus which delivers the encrypted key
information together with or separately from the
encrypted content to the user terminal device,

wherein when the request for content includes an instruc-
tion for recording additional content, the encryption pro-
cessor retrieves the encrypted content and the content
key which corresponds to the requested content from the
management apparatus, decrypts the encrypted content,
receives an encrypted key associated with content pre-
recorded at the user terminal device from the user ter-
minal device, decrypts the encrypted key received from
the user terminal device on the basis of the medium
information, and re-encrypts the decrypted content
using the decrypted key, and

wherein the delivery apparatus delivers the re-encrypted
content to the user terminal device when the instruction
for recording additional content is made.

3. A user terminal device of an information delivery system
configured to record content on a first recording medium with
medium information of a medium-specific identifier written
thereon or to record content on a second recording medium
that is different from the first recording medium in a state
where the first recording medium is loaded, and receive and
record the content delivered from the delivery center device in
accordance with a request, wherein the delivery center device
manages a plurality of encrypted contents obtained by
encrypting a plurality of items of content by means of difter-
ent content keys used for the encryption,

wherein the plurality of encrypted contents are stored in a
first storage unit, the content keys are stored in a second
storage unit, and the plurality of encrypted contents are
managed separately from the content keys by the deliv-
ery center device, and

wherein when a request for content is made, the delivery
center device receives the medium information from the
user terminal device, retrieves an encrypted content and
a content key which correspond to the requested content,
encrypts the content key by using the medium informa-
tion, thereby generating encrypted key information, and
delivers the encrypted key information together with or
separately from the encrypted content to the user termi-
nal device, and

wherein when the request for content includes an instruc-
tion for recording additional content, the delivery center
device retrieves the encrypted content and a content key
which correspond to the requested content, decrypts the
encrypted content, receives an encrypted key associated
with content pre-recorded at the user terminal device and
the medium information from the user terminal device,
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decrypts the encrypted key received from the user ter-
minal device on the basis of the medium information,
re-encrypts the decrypted content by using the decrypted
key, and delivers the re-encrypted content to the user
terminal device, the user terminal device comprising:

a notification apparatus that, when a request for the content

is made to the delivery center, reads out the medium
information from the first recording medium and trans-
mits the medium information together with the request;
and

a recording processor which records the encrypted content

and the encrypted key information that are received from
the delivery center device on the first recording medium
or the second recording medium,

wherein when a request for recording additional content is

made to the delivery center device, the notification appa-
ratus transmits an instruction that the requested content
is to be additionally recorded on the first recording
medium on which the encrypted content has been pre-
recorded and the encrypted key associated with the pre-
recorded content together with the request, and

wherein the recording processor records the encrypted

content received from the delivery center device on the
first recording medium with the pre-recorded content
recorded thereon in such a manner that the encrypted
content follows the pre-recorded content.

4. Aninformation delivery method of an information deliv-
ery system, comprising:
recording content at auser terminal device on a first record-

at

ing medium with medium information of a medium-
specific identifier written thereon or recording content
on a second recording medium that is different from the
first recording medium in a state where the first record-
ing medium is loaded;

a delivery center device, delivering requested content
from a plurality of items of content to the user terminal
device and managing a plurality of encrypted contents
obtained by encrypting the plurality of items of content
by means of different content keys used for the encryp-
tion, wherein the plurality of encrypted contents are
stored in a first storage unit, the content keys are stored
in a second storage unit, and the plurality of encrypted
contents are managed separately from the content keys
by the delivery center device;

atthe delivery center device, receiving a request for content

and the medium information from the user terminal
device, retrieving encrypted content and a content key
which correspond to the requested content, encrypting
the content key by using the medium information,
thereby generating encrypted key information, and
delivering the encrypted key information together with
or separately from the encrypted content to the user
terminal device;

wherein, at the delivery center device, when an instruction

for recording additional content is received along with
the request for the content, retrieving encrypted content
and a content key which correspond to the requested
content, decrypting the encrypted content by using the
content key, receiving an encrypted key associated with
a content pre-recorded at the user terminal device and
the medium information from the user terminal device,
decrypting the encrypted key received from the user
terminal device on the basis of the medium information,
re-encrypting the decrypted content by using the
decrypted key, and delivering the re-encrypted content
information to the user terminal device;
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at the user terminal device, sending a request for the con-
tent information to the delivery center device, reading
out the medium information from the information
recording medium and transmitting the medium infor-
mation together with the request, recording the 5
encrypted content and the encrypted key information
that are received from the delivery center device on the
first recording medium or the second recording medium;
and

at the user terminal device, transmitting an instruction that 10
requested content is to be additionally recorded to pre-
recorded content that was previously received and the
encrypted key associated with the pre-recorded content
together with the request, and recording the re-en-
crypted content received from the delivery center device 15
on the first recording medium with the pre-recorded
content recorded thereon in such a manner that the re-
encrypted content follows the pre-recorded content.

#* #* #* #* #*
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